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Keeping Consumer Data Safe & Secure

Are you compliant with PCI DSS?
Keeping consumer data safe and secure is at the top of every

The EdgCapture 4
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merchant’s list. Major credit card companies joined to create the
Payment Card Industry Data Security Standard (PCI DSS), High performance
which originated from Visa’s Card Information Security Program gasle g_fl_t‘se
calabili
(CISP). This initiative requires that merchants accepting credit Superior }éata security

card transactions maintain a secure credit card process. All PABP-certified vendor
Secure solution from a

merchants must follow guidelines for access, storage, and use vendor you know & trust

of credit card data, and they follow internal processes and

procedures, including documenting changes to the process and

testing security of internal networks.

What’s new in EdgCapture R4? Added Safety & Security
We have added the latest safeguards for maintaining a secure payment card processing

environment affecting all major areas of the application, including:

Encryption Key System Secure Communications Links
e Maintaining certificate authority e EdgCapture client/server connection
e Key change Connection to 3" party systems

o
e Key store requirements e Interactive Database Interface
e Batch File Transfer
Credit Card Data Management
e Database information Enhanced Logging & Reporting
e File-based, (batch files) Data purging
e Transient (in computer memory) storage Areas of logging
Payment activity
Directories
Configuration changes
Interactive viewing

User Rights and Privileges
e Password management
e Logon processing

e Additional user privileges
e  Tracking user activity

Edgil Associates, Inc.
An AdStar company



Edqil

an AdStar company

EdgCapture Release 4

Meets Payment Automation Best Practices Standard

The Payment Card Industry has established standards for software vendors incorporated in the

Payment Automation Best Practices (PABP) program. As stated by Visa:

“Visa developed the PABP to assist software vendors in creating secure payment
applications, thereby helping to protect their customers from being exposed to a security
breach. As stated in the PABP, Visa prohibits the retention of full magnetic-stripe
(“track”) data, Card Verification Value 2 (“CVV2”) and PIN blocks—all critical
impediments to achieving PCI DSS compliance. In addition to preventing the retention of
prohibited data, the PABP requires payment applications to include security controls in
support of a merchant or service provider’s ability to comply with the PCI DSS.”

To become a certified PABP vendor, EdgCapture Release 4 was reviewed by an independent

software auditing firm to ensure the application meets PABP standards. By having PABP

certification, EdgCapture R4 supports the merchant's ability to comply with PCI DSS.

Available Third Quarter 2007

Upgrade Investment for Current EdgCapture Customers

o No additional software license fees
e Standard labor charge to upgrade EdgCapture server and user clients
e Monthly service fee assessment to support new EdgCapture functionality

About Edgil

The safety and security of our customers’ data is our number one priority. That's why more than
100 newspaper and magazine publishers throughout the US and Canada count on Edgil
technology for their payment processing needs. Edgil is the leading provider of integrated
payment processing systems for the publishing industry, securely managing more than 15 million

transactions annually.

For More Information
Contact: Sean Callahan
Director of Sales
Phone: (978) 262 9979 x291
Email: scallahan@adstar.com
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